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Multi-function printer, scanner, copier and fax devices may be able to save space
and money in an office but could be a major security breach and compliance
headache, according to software provider eCopy.

"These devices can revolutionise businesses and there is a great cost
justification for using them. All of the major single device manufacturers are
producing them. However, attached to an IT network without the right security in
place, they become 'rogue devices', and no IT manager worth his salt would
touch them," Alan Cornwell, eCopy's general manager of European operations,
told Complinet.

Cornwell pointed out that if the device is attached to an IT network without the
right authentication processes and archive trails, it presents a major security
loophole, particularly since most devices now have large screens and virtual
keyboards, enabling anyone passing by to log into the network, and even to
access business applications.

"These devices are often sitting in the middle of an office. Anyone can go up and
use them and get into the IT network. Without the right security and audit, firms
are leaving themselves wide open to fraudulent, criminal and subversive acts,"
Cornwell said.

eCopy has developed software that runs on any manufacturer's device and
provides different methods of authentication over and above the usual username
and password option. It can accept common access card authentication or
biometric identification. The software also creates a full audit trail, with e-mails
sent from the copier/scanner device, for example, being recorded as sent by the
individual user.

For those devices that do not have sufficient processing power built in, eCopy
also provides ScanStation, a standalone PC that plugs into the device and
enables the authentication and audit trail facilities.

Data scraping

eCopy's ShareScan OP is software that enables paper documents to be scanned
and turned into digital documents for feeding into document management
systems or directly into enterprise applications. The software "scrapes" data out
of the digital documents and can feed it directly into any one of around 150
different business software applications, such as an enterprise resource planning
system.

Cornwell said the system eliminated the need to take and store multiple copies of
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documents for passing from one department to another. It cuts out the need for
re-keying information and thereby eliminates user error. Once the document has
been scanned on entering the building, it can be encrypted, passed around the
business and automatically archived in a completely secure manner.

eCopy's customers include Lexington Insurance, which is part of AIG. Outside of
the financial services sector, it has a number of large legal clients and
government departments.

In the US, one client, FCS Financial, used the software to turn tens of thousands
of loan applications into PDF documents for electronic routing and archiving. The
software also enables multiple users to view and highlight the document and add
their own annotations. The firm reckoned it reduced the time it took to process
loan applications by 30 per cent.
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	Best execution and transaction reporting are the two areas of the Markets in Financial Instruments Directive that are keeping compliance departments awake at night, according to Ian Warford, director of securities and capital markets at Microsoft.  Warford said that UK banks were further advanced than some of their European counterparts in preparing for MiFID, but best execution and transaction reporting are still "key areas of concern". Some UK banks are well prepared, but "others are a bit like deer in headlights," Warford added.  "In terms of reporting, having a single, unique client identity in order to report on exactly what each client has done, is a major problem for most firms, which tend to have different client ID's in separate product silos," Warford said.  Mix and match on MiFID  Warford is leading Microsoft's "mix and match" MiFID initiative, which sees the software giant working with different software firms to offer different parts of the MiFID systems jigsaw. When the initiative was launched toward the end of January, Microsoft announced 16 partners, including BearingPoint, HP, SunGard and Fintecs.  Since then, Warford told Complinet, the company has been inundated with partners that want its stamp of approval.   "MiFID is broad. Many vendors have a bit of the solution, but none has an end to end offering and few firms would want that," Warford said. He said none of the banks was a "Greenfield site", and therefore most needed a modular approach to slot in the missing pieces.  Main challenges  Microsoft identified the eight main challenges of MiFID: planning and testing; client classification; best execution; reporting; market connectivity; reference data and trade history; systematic internalisation; and systems integration.  The original 16 partners have provided software to address each of these. Warford said Microsoft was evaluating all the new companies and plotting a "reference architecture" to demonstrate to a bank which tools it has available. He described it as a "Lego block approach".  For Microsoft, which can open more doors than all of its partners put together, the benefit is both in gaining the "domain expertise" of its partners and in the "pull-through" of sales of its own software. The selected partner applications run on a combination of Microsoft 2007 Office system, SQL Server, BizTalk Server, SharePoint and Microsoft Windows 2003.  With just eight months to go to the MiFID implementation deadline, it is not surprising that Warford is seeing things "really start to hot up". He said firms were "furiously hiring people", but although there may be stiff competition for the right staff between now and November, "I think people will get through like they did for the millennium".
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